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Abstract

Analysis, Modeling, and Control of Dynamic Processes in Networks
by

Victor Amelkin

Dynamic network processes have surrounded people for millennia. Information spread
through social networks, alliance formation in financial and organizational networks, heat dif-
fusion through material networks, and distributed synchronization in robotic networks are just
a few examples. Network processes are studies along three dimensions: analysis of network
processes through the data produced by them; designing complex plausible, yet, tractable math-
ematical models for network processes; and designing control mechanisms that would guide
network processes towards desirable evolution patterns. This thesis advances the frontier of
knowledge about network processes along each of these three dimensions, emphasizing appli-
cations to social networks.

The first part of the thesis is dedicated to the design of a method for model-driven analysis
of a polar opinion formation process in social networks. The core of the method is a distance
measure quantifying the likelihood of a social network’s transitioning between different states
with respect to a chosen opinion dynamics model characterizing expected evolution of the
network’s state. I describe how to design such a distance measure relying upon the classical
transportation problem, compute it in linear time, and use it in applications.

In the second part of the thesis, I focus on designing a model for polar opinion formation
in social networks, and define a class of non-linear models that capture the dependence of the
users’ opinion formation behavior upon the opinions themselves. The obtained models are con-
nected to socio-psychological theories, and their behavior is theoretically analyzed employing

tools from non-smooth analysis and a generalization of LaSalle Invariance Principle.
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The third part of the thesis targets the problem of defense against social control. While
the existing socio-psychological theories as well as influence maximization techniques expose
the opinion formation process in social networks to external attacks, I propose an algorithm
that nullifies the effect of such attacks by strategically recommending a small number of new
edges to the network’s users. The optimization problem underlying the algorithm is NP-hard,
and I provide a pseudo-linear time heuristic—drawing upon the theory of Markov chains—that

solves the problem approximately and performs well in experiments.
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Chapter 1

Introduction

In the world we live in, objects rarely exist and function in isolation, yet, they typically are con-
nected to and interact with others. The fundamental mathematical concept that captures this
relational nature of the world is that of a graph or, as we also call it, a network. We deal with
a multitude of networks every day, from using our metabolic and neural networks to properly
function as biological organisms, to navigating through online social networks communicating
with family and friends, to our financial institutions’ making decisions upon strategic partner-
ship and competing with their international peers. Due to the deep embeddedness of networks
into our lives, it is natural to expect that an individual scientific discipline would arise, aiming
at understanding and improving our interconnected world. Today, we call this discipline net-
work science [1], that has recently emerged as an independent discipline, having amalgamated
the parts of numerous well-established fields—such as graph theory, statistical physics, com-
puter science, game theory, control theory, behavioral economics, biology and neuroscience,
sociology and social psychology—viewing the world through the abstraction of graphs.

The field of network science has two major sub-fields: the well-established static network
science that studies networks not changing in time; and a much younger dynamic network

science that deals with the networks whose structure and “content” evolve. In what follows, we

1



Introduction Chapter 1

will briefly review both above mentioned subfields, delineate the location of network process

studies in the field, and describe this thesis’ contributions to it.

1.1 Static Network Science

Historically, graph theory can be considered the foundation of static network science, with
Euler’s Seven Bridges of Konigsberg [2] being one of the earliest problems that epitomizes the
nature of this subfield: we analyze basic network primitives—nodes, edges, paths and cycles,
and, more generally, subgraphs—to make a qualitative or quantitative conclusion about the
nature of a network or a group of such. The analysis of static networks typically involves
node and edge centrality [3, 4, 5,16, 7, 18,19, [10] and clustering [[11} [12} [13] properties, as well
as reachability considerations when dealing with paths. Below, we review more advanced

branches of static network science.

Dissecting Networks: A natural sequel to studying network paths is the investigation of how
to optimally split network nodes being guided by the network’s structure. This is typically
referred to as clustering, having the graph cut optimization problem [14, Sec. A 2.2] at its
core. While the problem of optimal cut search has a combinatorial nature, it has a beautiful
connection to spectral graph theory [[15], which, among other things, provides techniques for
approximating optimal cuts relying on eigenvalues and eigenvectors of certain matrices asso-
ciated with the network [[16} [17, 18, [19]. Two applications closely related to clustering are

community detection [20} 21]] and outlier detection [22].

Pattern Mining: Another common problem is, given a static network, to search it for struc-
tural patterns satisfying some desirable properties. For example, such patterns may structurally

resemble a prototype network indicating a structural anomaly [23]], or we may be interested in
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the most frequent subgraph search [24, 25].

Extremal Problems on Networks: This subfield includes topics from extremal graph theory,
concerned with either establishing existence, counting, or designing networks with desirable
properties. Turdn theorem [26] and matrix-tree (Kirchhoff’s) theorem are two examples of
extremal graph theory results. Additionally, we are often interested in the discovery of such
extremal properties or substructures of a given network as shortest paths [27, 28, 29, 30] and

optimal network flows [31} 32, 33]].

Analysis of Network Sets and Sequences: More generally, we may be provided with a set
or a series of networks—being unaware of their origin—and aim at performing analyses in a
space comprised of these networks. For example, having abstracted chemical compounds as
networks, we may be interested in classifying them into safe and unsafe for use in drug compo-
sition. Similarly, we may want to cluster sets of networks; design predictive models where each
sample in a supervised learning task is a network; detect anomalies in and extrapolate time se-
ries of networks; and search through and index network databases. Two groups of methods of
crucial importance for this subfield are graph matching and graph embedding methods, which
target assessing similarity between networks and mapping networks into vector spaces, respec-

tively [34, 135,136, 37, 138].

Extension to Temporal Networks: Very recently, some of the problems that have tradi-
tionally been studied in the context of static networks started to be translated to the case of
dynamic networks. These include the recent works on temporal pattern mining [39], temporal

graph cuts [40], and temporal centrality measures [41, 42, 43]].
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1.2 Dynamic Network Science

Dynamic network science has evolved over the past 60 years from the early works on ran-
dom graphs and cellular automata to complex models for brain, socio-economic, financial, and
technological networks. The dynamic network science has two natural constituents, focusing

on the evolution of either network structure or both the structure and the nodes’ states.

Dynamic Network Formation: The fundamental questions in dynamic network formation
are how networks are formed, and, given the local laws of network structure formation, what
global phenomena the network formation process leads to. One type of results within this
category are the random graph models—commonly studies in statistical physics and complex
networks communities—with notable examples of Erdés-Renyi [44], Barabasi-Albert [45]], and
Watts-Strogatz [[12] models. Another type of results here are the models of strategic network
formation, that deal with systems comprised of intelligent agents making decisions, driven
by a combination of long- and short-term local and system-wide utility maximization goals.
A representative set of examples is provided by Jackson [46, Ch. 6]. Such results are often
encountered in economics, game theory, multi-agent systems, and control. While some random
graph models also assume agent “interaction”—such as the preferential attachment mechanism
underlying Barabdsi-Albert model—in strategic network formation, the interaction between

agents usually reflects some sophisticated socio-economic, physical, or biological laws.

Dynamic Processes in Networks: At the apex of dynamic network science are the studies of
dynamic processes occurring in networks [47]. As before, the network’s structure can evolve,
but, most importantly, the nodes of the network change their states based on the states of other
nodes, guided by the network structure. Network processes can be as simple as John Con-
way’s Game of Life [48], and as fundamental as heat diffusing through a complex material.

However, this subfield is mostly dealing with higher-level processes of crucial importance to
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the well-being of the human society, such as information spread through communication net-
works, opinion formation in social networks, bio-chemical processes in metabolic and neural
networks, virus spread through contact networks, car traffic flow through road networks, failure

spread in economic and power networks, as well as coordination in technological networks.

In what follows, we outline the structure of the field of dynamic network processes, and

describe how this thesis—having network processes at its core—contributes to the field.

1.3 Network Processes: Analysis, Modeling, Control

Network processes have surrounded people for thousands of years. Heat diffusing through
a complex material, warriors coordinating on the battlefield, commodities spreading through
a network of merchants, people passing rumors via word of mouth, innovations proliferating
through an organizational network—whenever we see a system of interacting entities, we deal
with a network process. This thesis is biased towards the processes occurring in social net-
works, as such processes have a drastic impact upon people’s social well-being. Recently, with
the emergence of massive-scale online social networks, as well as collaboration platforms and
tools, studying network processes has become feasible and important as never before.

The central theme of this thesis is analysis, modeling, and control of dynamic processes in
networks, with an emphasis on social networks. In this section, we delineate the scope of the

inter-disciplinary field of dynamic network processes along three facets:

1. Analysis—creation of scalable methods for model-driven analysis of observed network

Processes.

2. Modeling—design and theoretical analysis of plausible complex, yet tractable models

for network processes based on the knowledge about the process’ domains.
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3. Control—development of theories and the accompanying scalable algorithms to guide

network processes for optimizing and/or safeguarding their performance.

Below, we discuss each of the above mentioned aspects of network process studies, and

summarize this thesis’ contribution along each of them.

Analysis: Many network processes can be at least partially observed, and we may be inter-
ested in making some qualitative or quantitative conclusions about the process’ evolution based
on these observations. For example, given a power grid, and having measured electric current
flow through a subset of edges at multiple time points, we may want to detect and spatially
localize failures in the grid. As another example, having observed how opinions of users of
a social network evolve over time, we may want to either detect when the opinions evolve
anomalously—such as being a result of a viral marketing campaign—or predict how opinions
of the users will evolve in the future. It is important to notice that both above cases require our
analysis to be model-driven, that is, our conclusions regarding the process’ evolution must be
derived with respect to an underlying model that describes the process’ expected behavior.
Chapter |2| of this thesis is dedicated to the design of one such model-driven method for
the analysis of opinion evolution in social networks. While designed with an eye on applica-
tions to social networks, our results generally extend to other domains where processes can be

described by probabilistic models of the same type as the models for opinion dynamics.

Modeling: Scientists have been modeling complex processes for centuries. For example,
one of the classical physical models—the heat flow equation X = Ax having a straightforward
discrete-space analog X = —alx, with L being the network’s Laplacian—was formulated by
Fourier more than 200 years ago. Since then, the need for modeling has diffused from physi-
cal systems to social, economic, biological, and technological systems, yet, the complexity of

the network models from these new domains is much higher, proportionally to the complexity
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of the considered systems, such as the human society or the brain. In this thesis, under the
category of network process modeling, we subsume the works targeting design and analysis
of non-linear models for network processes that would simultaneously be rich enough to cap-
ture the complexity of the underlying domains, and tractable, allowing derivation of analytic
insights into the nature of the network processes.

Chapter (3| of this thesis is dedicated to the design of a general non-linear model capturing
complex dynamics of polar opinion formation in social networks. This model is a non-linear
version of Laplacian flow, and besides capturing opinion formation behavior, is also connected
to the process of non-linear heat flow. In addition to constructing this general model and its
several specialized versions connected to existing socio-psychological theories, we describe an
approach towards the analysis of such non-linear models that can be reused for the design of

other complex models from non-social domains.

Control: Having acquired understanding of a network process through its modeling and anal-
ysis, the next natural step is to control that process, aiming at either optimization of that pro-
cess’ performance or maintenance of the latter in the face of endogenous or exogenous attacks
or shocks incurred by the process. The notion of control is hardly new, and has been actively
studied as of 19’th century by applied mathematicians and physicists. Nowadays, control the-
ory is a well-established field, interwoven into the related engineering disciplines typically
dealing with physical or technological networks. More recently, mechanism design theory
emerged within the fields of economics and game theory, targeting optimization of processes
in economic and financial networks. Further, traditional methods of control theory are now
being adapted to studying processes in biological networks.

In Chapter [] of this thesis, we reflect upon the notion of control applicably to social sys-
tems, and design one mechanism that can efficiently nullify exogenous attacks upon the process

of user opinion formation in social networks via strategic network augmentation, making that
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process uncontrollable. Our theoretical and algorithmic insights contribute to the emergence

of social control theory within the general area of network process control.

Having outlined the central subject studied in this thesis, in the following section, we pro-

vide an overview of the present thesis.

1.4 Overview of the Present Work

This thesis consists of three major parts, contributing to the analysis, modeling, and control

dimensions of network process studies, respectively.

Analysis: In Chapter 2] we design a general scalable method to estimate the likelihood of
network process’ transitioning between states in the context of opinion dynamics in social net-
works. This method—a distance measure for network process states termed Social Network
Distance (SND)—computes the (log-)likelihood of the most likely transition between two ob-
served user opinion distributions under an opinion dynamics process in a large online social
network. SND reduces the state transition likelihood definition to that of a transportation prob-
lem or, alternatively, a well-known Earth Mover’s Distance. The latter, roughly, computes the
“cost” of optimal way to reshape one (opinion) distribution into another one, where the el-
ementary transform—in the edit distance sense—is the transportation of an opinion between
two users along the pathways defined by the social network and the chosen opinion dynamics
model. While the direct solution of the obtained transportation problem would have super-
cubic time-complexity, SND exploits the special structure of the transportation problem and
effectively uses a combination of radix-Fibonacci heap-based Dijkstra algorithm and bi-push
minimum-cost network flow algorithm for unbalanced bipartite graphs, resulting in SND’s
computability in time linear in the network size. In experiments with Twitter data, SND has
shown to be effective at detecting controversial events—such as the introduction of “Oba-
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macare” in the US in 2010 —that are known to have polarized the US society. SND has also

shown to be effective at predicting future opinions of a subset of network users.

Modeling: One fundamental model of opinion formation—stemming from Festinger’s social
comparison and cognitive dissonance theories—is DeGroot model stating that members of a
social network—whose adjacency matrix’ entries reflect the relative amounts of inter-personal
trust—form their opinions via weighted averaging with the opinions of their network neigh-
bors. One limitation of this model is that every person manifests the same opinion adoption
behavior, while in reality people have different receptiveness to persuasion. Within the realm of
linear models, this drawback is resolved by Friedkin-Johnsen model that allows the network’s
members to have different (though, constant) degrees of “stubbornness”.

In Chapter [3] we propose a general non-linear opinion formation model, having incorpo-
rated dynamic opinion-dependent susceptibility to persuasion into the opinion formation pro-
ces This model is particularly suitable for the case of polar opinions, when people’s shifting
towards opinion extremes makes them less or more receptive to opinion change. For example,
a person shifting towards the Republican ideology is harder to persuade to invert her or his po-
litical stance. Alternatively, in a society with strong social norms, people holding conservative
opinions following the norms are harder to persuade, while extreme opinions are volatile. The
main theoretical question here is how the user opinions will evolve in a long term. We have
answered this question for our general non-linear model and its multiple specialized versions,
having brought up the tools from non-smooth analysis, and used them together with min-max
Lyapunov functions and the suitable version of LaSalle Invariance Principle. One qualitative
finding of this analysis states that, as long as a user is at least to some extent susceptible to

persuasion, that specific extent does not affect the long-term opinion adoption behavior of that

I'The origins of the idea that susceptibility to persuasion is a function of the held opinion can be traced back
at least to Abelson’s 1964 work “Mathematical models of the distribution of attitudes under controversy” [49]],
and has been periodically revisited since then by Friedkin and others. However, a theoretically analyzed network
model had been absent prior to our work.
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user. Another finding is an analytic expression for the asymptotic user opinion distribution—
dependent upon the structure of the network as well as the placement of “extremists” in it, yet

independent of the initial opinions of susceptible users.

Control: Since the process of opinion formation is inherently a network process, it is lucra-
tive for marketing and political technologists to tap into online social networks and shift the
public opinion distribution towards business-imposed objectives. One widely studied method
of affecting—or controlling—opinion formation is influence maximization, where the goal is
to strategically influence the opinions of select—desirably, influential—users, so that they ef-
ficiently distribute these “right” opinions through the network. The society would, however,
benefit from safeguarding the opinion formation process from such external control.

To that end, in Chapter[d] we propose a novel problem of disabling external influence upon
the opinion distribution in a social network, as well as an efficient method to solve it. We
assume that the specific target for the attack is the so-called asymptotic consensus value—
the sum of user opinions weighted by these users’ eigenvector centralities. This value is the
asymptotic limit for user opinions in DeGroot model, or, more generally, a value to which
the opinions of all network users are attracted. We assume that the adversary maximizes the
asymptotic consensus value by altering the opinions of some users. We, then, state DIVER—an
NP-hard problem of disabling such external influence attempts via strategically recommending
a limited number of edges to the network’s users. Relying on the theory of Markov chains,
we provide perturbation analysis that shows how eigenvector centrality and, hence, DIVER’s
objective function change in response to an edge’s addition to the network. The latter leads
to a pseudo-linear-time heuristic for DIVER, that relies on efficient estimation of mean first

passage times in a Markov chain.
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Chapter 2

Model-Driven Analysis of Polar Opinion

Dynamics in Social Networks

In this chapter, we design methods for model-driven analysis of the observed process of opinion
dynamics in a social network—the process of crucial importance in today’s life. One type of the
desirable analyses we aim to enable is predicting users’ political preference. For such analysis,
it is particularly important to be able to analyze the dynamics of competing polar opinions—
such as pro-Democrat vs. pro-Republican—since opinion polarization is natural for the domain
of politics. While observing the evolution of polar opinions in a social network over time, can
we tell when the network evolved abnormally? Furthermore, can we predict how the opinions
of the users will change in the future? To answer such questions, it is insufficient to study
individual user behavior, since opinions can spread beyond users’ ego-networks. Instead, we
need to consider the opinion dynamics of all users simultaneously and capture the connection
between the individuals’ behavior and the global evolution pattern of the social network.

The key result of this chapter, that enables answering the above stated questions, is the
Social Network Distance (SND)—a distance measure that quantifies the likelihood of evolu-
tion of one snapshot of a social network into another snapshot under a chosen model of polar
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opinion dynamics. SND has a rich semantics of a transportation problem, yet, is computable
in time linear in the number of users and, as such, is applicable to the analysis of large-scale
online social networks. In our experiments with synthetic and Twitter data, we demonstrate the
utility of our distance measure for anomalous event detection. It achieves a true positive rate
of 0.83, twice as high as that of alternatives. When used for opinion prediction in Twitter data,
SND’s accuracy is 75.6%, which is 7.5% higher than that of the next best method.

The chapter is organized as follows. In Section [2.1] we motivate and informally define
the problem. Section [2.2] provides necessary preliminaries, followed by the review of existing
distance measures in Section The next Section [2.4]is dedicated to the design of the core
concept of this chapter—the Social Distance Measure (SND), with the following Section [2.5]s
targeting generalization of the Earth Mover’s Distance (EMD)—being at the core of SND—to
make it fit the comparison of states of a social network. In Section [2.6] we provide a pseudo-
linear method for computation of SND. After experimental results in Section we discuss
limitations [2.8] of SND. We conclude with a discussion and a summary of the results of this

chapter in Section [2.9] and point out potential directions for future research in Section[2.10]

2.1 Introduction

Analysis of opinion formation in the society plays an important role in today’s life. Busi-
nesses are interested in advertising their products in social networks relying on viral marketing.
Political strategists are interested in predicting an election outcome based on the observed sen-
timent change of a sample of voters. Mass media and security analysts may be interested in a
timely discovery of anomalies based on how a social network “behaves”. Thus, it is important
to enable modeling and prediction of user opinion evolution in a social network.

How can we quantify the change in opinions of users with respect to their expected behavior
in a social network? How can we predict how the opinions of individual users will evolve in the
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future? Having observed the evolution of user opinions over time, can we tell when the opinions
evolved abnormally? To answer such questions, we need a distance measure for the comparison
of states of a social network that explicitly models user opinion evolution, incorporating both
the distribution of user opinions at two time instances and the network structure that defines
the pathways for opinion dissemination. In this chapter, we design such a distance measure
and employ it for anomaly detection and opinion prediction.

While the dynamics of a social network can be characterized by evolution of both the
network’s structure and user opinions, in this chapter we focus on the latter. We assume that
there are two polar opinions in the network, positive and negativﬂ Users having no or an
unknown opinion are termed neutral, while those expressing opinion—active. A network state
is comprised of the opinions of all network users at a given time. Polar opinions compete in
that users are less willing to spread opinions different from their own, yet, are more eager to
spread “friendly” opinions. Such competition may arise when the notions the opinions relate
to, such as political parties or smartphone brands, are inherently competing.

Having observed the behavior of social network users over time and quantified their opin-
ions, we obtain a time series of network states. Its analysis—whether anomaly detection or
extrapolation—is, however, problematic, as network states do not naturally belong to any vec-
tor space, and the numerous existing time series analysis techniques cannot be readily applied.
Our approach is to treat network states as members of a metric space induced by a distance mea-
sure governed by both the network’s structure and user opinions. We propose a semantically
and mathematically appealing, as well as efficiently computable distance measure Social Net-
work Distance (SND) for the social network states containing polar opinions and demonstrate
its utility in two applications. First, we detect which network states in a series are anoma-
lous with respect to the expected opinion evolution, where the latter is determined by a chosen

model of polar opinion dynamics. Second, we predict unknown opinions of individual users in

'Our results can be straightforwardly generalized to the case of any finite discrete polar opinion scale.
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a partially observed network state based on the historical dynamics of other users’ opinions.

In this chapter, we make the following specific contributions:

e We propose SND—the first distance measure suitable for the comparison of social net-

work states containing polar opinions under a chosen model of opinion dynamics.

e We develop a scalable method for exact computation of SND in time linear in the num-
ber of users in the network. This is achieved via exploiting the special structure of
the transportation problem underlying SND and the use of advanced shortest path and

minimum-cost network flow algorithms.

e We demonstrate the utility of SND in two application with both synthetic and Twitter
data. Using SND for anomaly detection, we achieve a true positive rate of 0.83, twice as
high as that of alternatives. When used for user opinion in Twitter data, SND’s prediction

accuracy is 75.6%, which is 7.5% higher than that of the next best method.

2.2 Preliminaries

Prior to designing our distance measure, we provide preliminaries upon which the sub-

sequent design will rely. The summary of notation for this chapter is provided in Table 2.1]

2.2.1 Network and Network States

We are given a social network G(V,E), where V (|V| = n) is the set of nodes (users) and
E is the set of edges (social ties). At each point in time, each user holds a quantified opinion
on the chosen topic of interest. In this chapter, we will quantify the opinions on a discrete

scale {+1,0, —1}E|, with O standing for neutrality, and +1 and —1 corresponding to two polar

2There is a great body of research on the methods for opinion quantification based on user-generated content,
including [50,/51]]. Our focus is, however, on the analysis of how opinions spread, rather than their quantification.
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1 vector of all ones
0 vector of all zeros
® Kronecker product

diag(v) diagonal matrix with vector v as the main diagonal

G(V,E) network with nodes V (|V| = n) and edges E (|V| = m)

X,X(t) € {+1,0,—1}" | network state (at time ¢) comprised of all users’ opinions

Iy set of users holding opinion v in network state P

Pij(P,v) likelihood of user j acquiring opinion v from user i in network state P
nA number of users who changed opinion between two network states

Table 2.1: Summary of notation used in the design of Social Network Distance

alternatives, such as the Democrats vs. the Republicans or iOS vs Android. Note, however, that
the results we obtain in Section [2.4}{2.6] also hold for a more general case of any finite discrete

opinion scale. The opinions of all users at time ¢ comprise network state G(t) € {+1,0,—1}".

2.2.2 User Opinions and Their Dynamics

We assume that the dynamics of user opinions is governed by a chosen in advance opinion
dynamics model .# that provides P;;(P,v)—the likelihood of user j adopting opinion P, =v €
{+1,—1} of user i in network state P. Below, we provide three example definitions of P;;(P,v)

for three different opinion dynamics models.

Independent Cascade Model: For the version of the Independent Cascade model [52] sup-

porting multiple opinion values, P;;(P,v) is defined as follows

(

0 if d({i}) > ;{1 U L"),

1 elseif P, =vand P; = v,

max(0,p;i—& .

Z’—p’pij else if K, =vand P; =0,
icact(P,j)

€ otherwise,

\
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where I, is a set of users holding opinion v in network state P, p,, is an edge activation prob-
ability [53]], d;(I) is the length of the shortest path from users I to user j, act(P,j) = {k | k €
YU and d;({k}) = d;(I§" UI; 1)} is the set of users active in network state P closest to
user j, and € is a negligible likelihood of an “impossible” event.

In the original model, € = 0, that is, neutral users cannot spread positive or negative opin-
ions to others, and active users neither drop their opinions nor spread opinions opposite to their
own. That, however, would lead to the distances between many network states to be 4o since
the opinion evolution may follow the assumed opinion dynamics model not exactly. In or-
der to obviate this issue, we aim to—instead of just declaring two network states qualitatively
unreachable—to always quantify the distance between them, and, thus, assign some negligible

probabilities € to the events that original opinion dynamics models posit as impossible.

Linear Threshold Model: For the version of Linear Threshold model [54] supporting mul-

tiple opinion values, P;;(P,v) is defined as

0 if i ¢ N™(P, j),
1 elseif b =vAP; = j,
PIEN =1
% elseif F=vand P;j=0and ) @ >0,
keNin(p,j) ! keN™ (P, j)
£ otherwise,

where @;; is an edge weight reflecting relative influence of i upon j, 6; is user i’s opinion
switching threshold, N™*(P, j) is the set of j’s in-neighbors active in network state P, and € has
the same semantics of a negligible likelihood of an “impossible” event as in the earlier case of

the Independent Cascade model.
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Basic Model: Besides the given above definitions of P;;(P,v) for two well-established mod-
els, we also provide a definition for a simpler intuitive model that will be used in our experi-

ments. According to this model, P;;(P,v), translated into log-likelihoods, are defined as

Cadverse  1f Pi=—vor Pj =V

—10gPij(Pv) = 9 cpourrar €lseif P, =0, (2.1)

Cfriendly €lseif P =vand P; # —v,
\

Where Cagverses Cneutrals € friendly € R are constant log-likelihoods of adopting adverse, neutral,
or friendly opinion (relatively to opinion v), respectively. Thus, the basic model assumes that
users willingly spread opinions similar to their own (¢ frjenqry 18 small), are unwilling to spread

adverse opinions (C,gverse 18 large), with the behavior of neutral users being somewhere in-

between (Cfriendly < Cpeutral < Cadverse)-

2.2.3 Earth Mover’s Distance

At the core of our approach towards analyzing observed opinion dynamics is the com-
putation of distances between network states P,Q € {41,0,—1}" using a distance measure,
whose semantics will be similar to that of one well-studied distance measure—Earth Mover’s
Distance (EMD) [55)]. Originally defined as an edit-distance for histograms (which, in our
case, can be seen simply as n-dimensional non-negative vectors), EMD computes the cost of
an optimal transformation of one histogram into another, where an elementary edit operation
is transportation of a unit of mass from one histogram bin to another bin. The costs of these
elementary transforms are collectively referred to as the ground distance.

Formally, EMD between two histograms P € R™ and Q € R*" (that, in our case, will

4+nxm

be derived from network states) over ground distance D € R (that, in our case, will be

17



Model-Driven Analysis of Polar Opinion Dynamics in Social Networks Chapter 2

defined based on the distances between users in the network and the likelihoods of the opinions
spreading between them) is the solution to the problem of optimal mass transportation from

suppliers {P;} to consumers {Q;} with respect to transportation costs {D;;}:

EMD(P,Q,D) = ZZD,,f,, /Y Y i (2.2)
i=1j= i=1j=1
{flj _ar{gfmlnz ththja ZZﬁj_mln{ZBJZQj}
lj i=1j= i=1j=

20, Y fi <P Y fi<0, (1<i<n1 < <m)
j=1 i=1
where {fl i }nxm is an optimal solution or transportation plan.
In addition to having the semantics that will suit our distance measure design goals, EMD

is metric, as the following theorem states.

Theorem 1 (Metricity of EMD [55]]). If all network states (network states) under comparison

have equal total masses, and the underlying ground distance is metric, then EMD is metric.

Metricity of EMD will allow our own EMD-based distance measure to also be metric,
which—in addition to making a distance measure “natural”—can be exploited to improve prac-

tical performance of distance measure-based algorithms in applications [S6].

2.3 Related Work

Given our distance measure-driven approach towards analysis of the network process of
opinion dynamics, the body of works directly related to ours describes various distance mea-
sures. In this section, we review some representative distance measures and point out why
none of them is suitable for the model-aware analysis of the process of polar opinion dynam-

ics, which necessitates the design of our Social Network Distance in Section[2.4]
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There is a large number of existing distance measures used in finite-dimensional vector
spaces, including /,,, Hamming, Canberra, Cosine, Kullback-Leibler, and Quadratic Form [57]
distances. However, none of them are suitable for the comparison of social network states,
since these distance measures either compare opinion vectors coordinate-wise, thereby, not
capturing user interaction in the network, or in the case of Quadratic Form distance, capture
the user interaction in a very limited way, being unaware of the underlying process that causes
the difference between two user opinion distributions.

Existing graph-oriented distance measures are also unsuitable for comparing network states
with polar opinions. The first type of such distance measures is graph isomorphism-based
distance measures, such as largest common subgraph [38]. They are node state-oblivious, and,
hence are not applicable to the comparison of network states. Another type of graph distance
measures is Graph Edit Distance (GED)-based distance measures [39] that define the distance
between two networks as the cost of an optimal sequence of node or edge insertions, deletions,
and substitutions, transforming one network into another. GED can be node state-aware, but its
value is not interpretable from the opinion dynamics point of view, and even its approximate
computation takes cubic time (a single computation of GED on a 10k-node network on our
hardware takes about a month). DELTACON [60] is a scalable graph-oriented distance measure,
yet, it quantifies the networks’ structural difference, while we focus on node states.

A third class of distance measures includes iterative distance measures (61, 62, |63} [64]],
which express similarity of the nodes of two networks recursively, use a fix-point iteration
to compute node similarities, and, then, aggregate node similarities to obtain the similarity
of two networks. These share the problem of GED—they do not capture the way competing
opinions spread in the network. The same drawback is shared by the related diffusion-based
distance measures [635, 66, 67]], that compare network states by quantifying how differently
a heat diffusion process proceeds in the network when the network states defined the initial

temperatures of the nodes.
19



Model-Driven Analysis of Polar Opinion Dynamics in Social Networks Chapter 2

The last class includes feature-based distance measures (68, 69, [70], which compare either
the distributions of local node properties (e.g., degree, clustering coefficient) or the spectra of
two networks. Despite their efficient computability, such distance measures do not fit the com-
parison of network states with polar opinions. The spectral distance measures are inadequate
because they do not deal with node states directl while other feature-based distance mea-
sures only deal with summaries based on opinion of each kind, thus, being unable to capture

competition of polar opinions.

2.4 Social Network Distance

The central problem we address in this chapter is as follows:

Problem. Given two network states P,Q € {+1,0,—1}" and assuming that the dynamics of
user opinions is governed by model ., define and compute the distance between network

states P and Q reflecting how likely either of these network states has evolved into another

under model A .

According to the problem definition above, if network state Q has evolved from network
state P closely following model .7, then the resulting distance should be small; if, however,
either network states P and Q are unrelated, or they are related, but the opinions evolved fol-
lowing a model very different from ., then the distance should be large. Next, we will, first,
translate the above defined problem into the formal language of probability, and, after that,
address the question of making the obtained formalization tractable.

Let us put X(¢) to be the state of the network at time ¢, and X (1,...,k) = X(1),...,X(k) to

be a network state evolution path—a sequence of states over which the network evolved from

3Even if node states are artificially encoded into a network’s structure, there is still a possibility for two
structurally different networks to be isospectral, that is, to have identical spectra and, hence, a zero spectral
distance.
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time r = 1 to time ¢t = k. Then, the likelihood of X (1,... k) is defined as

P{X(L,...,k)} = HP{X | X(t—1)}.

Using this notation, a perfect distance measure can be defined as

«PO) =Y )Y  P{X(,...k} (2.3)
k>2 X(1,...k)
X(1)=PX(k)=Q

According to its definition, d (P, Q) measures the likelihood of user opinions evolving from
state X (1) = P to state X (k) = Q along all possible network state evolution paths—as illustrated

in Figure [2.T}—where the opinion change likelihoods are determined by model ./ .

Network state space {+1,0,—1}"

A A
+1<l> -

d(P,Q) =P{P, .. ,Qy+P{P, .. ,Q}+..

pnllI 1)1112

Figure 2.1: d (P, Q) accumulates likelihoods of all possible network state evolution paths.
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Despite the attractive semantics of d_,, its computation is clearly unfeasible, as the number
of possible evolution paths between two network states is exponential in the number of nodes.

To come up with a tractable alternative, we simplify d_, by making several assumptions.

Assumption 1 (Maximum-likelihood opinion evolution). Opinions evolve along to the most

likely network state evolution path.

According to Assumption [[}—standard for maximum likelihood estimation methods—we
will not care about every possible network state evolution path, instead, focusing on the most

likely one. Under this Assumption d , simplifies to d!) as follows:

dV(p.o) = PIX(1.....k)). 2.4
(P,Q) max - max {X(1,...,k)} (2.4)
X(1)=PX (k=0

To further simplify the obtained distance measure, we will target the term being maximized

in (2.4), and make another assumption.

Assumption 2 (Independent Markovian opinion acquisition). Users acquire opinions asyn-
chronously, independently of other users’ opinion acquisition, relying only on the opinions of

network users at the previous time.

According to this assumption, opinions of different users evolve at individual time scales
(in contrast to synchronous opinion evolution, where all users simultaneously update their opin-
ions), and depend only on the previously observed opinions of other users. This assumption

simplifies distance measure d (1) into d® as follows.

n k
d?(P.0) = PIX:(t) | X(t—1 25
(P,Q) max  max l]l]l {Xi(t) | X(t—1)} (2.5)
X(1)=PX (k)=0Q

Now, to make the maximization task in (2.5]) tractable, we will make one more assumption.
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Assumption 3 (Opinion source uniqueness). An opinion is adopted by a user from a single

most likely source.

This assumption—previously used by Gomez-Rodriguez et al. [71] in the context of cas-
cade inference—is natural in those cases when obtaining knowledge immediately causes or is
equivalent to opinion acquisition, such as in the case of learning an incriminating piece of news
about a politician. In these situations, a contact with a single information source is sufficient to
acquire opinion, and contacting additional sources would not solidify that opinion even further.

If we put fj; € [0,1] to be the likelihood of user j being the source for opinion acquisition
by user i, d (2) simplifies under Assumption [3|into d (3) as follows:

3) _ Jj infects i with opinion v along the most likely
POo)= [I max[]Y fiP { evolution path P = X (1).X(2),....X() =0 [ (2.6)
ve{+1,—1} {/ii} i€l}) jelp

iji =10, iji ezt
J i

where I}, is the set of users holding opinion v in network state P. Here, f}; can alternatively be
viewed collectively as a probabilistic mapping between opinion sources and destinations. The
obtained distance measure ([2.6)) is equivalent to the following expressed using log-likelihoods

4) Jj infects i with opinion v along the most likely
(R Q) Z I{T}ln Z Z f]l <_10gp{evolution scenario P = X(1),X(2),...,X(-)=Q
ve{+1,—-1} ji} i€ly jelp

= ) mmZZﬂ”JW (2.7)

ve{+1 —1y Uikicry jety

Y fi=10il, Y. i€ Z". (2.8)
bi i

In the expression above, Dj;(P,v) € RT""" is the log-likelihood (or cost) of opinion v’s spread-
ing from user j to user i along the most likely path through the network in state P. Provided that

for each pair of nodes j and i, the chosen opinion dynamics model .# defines the likelihood
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P;i(P,v) of opinion v spreading through edge (/,i) in network state P—as per (2.1)—D;(P,v)
is defined as the length of the shortest path from node j to node i in the network whose structure
is identical to that of the network that P is defined over, and whose edge (j,i) is weighted with
—logP;j(P,v).

Finally, if we relax fj; € [0,1] in to be arbitrary non-negative reals, the obtained
distance measure (2.7)-(2.8) almost exactly matches Earth Mover’s Distance (EMD) described
in detail in Section

n

EMD(P,Q,D) = ZZD,Jf,] ZZ

i=1j= i=1

fiis
{fi} —afgmanZfUDwszlf_mm{gn: g‘t }

{fu} i=1j i=1j

fij >0, ZfijSPia ZﬁjSQ,-, (1<i<n1<j<m).
j=1 i=1

Besides the difference in the the normalization factor } ; ; f,-j, EMD imposes an extra constraint
upon the sum of f;;, requiring ¥ f;; = min{Y; B, Y ; Q;}. For us, it would roughly mean that the
number of active users—holding opinions 41 and —1—in both network states P and Q should
be equal. The latter, however, does not hold in practice—as shown in Figure [2.2}—as already
active users may be unwilling to become neutral, and even more active users may appear while
information spreads through the network.

This difference will disappear when we replace EMD with its generalization EMD* in
Section

Based on the obtained expression and expression (2.2) for EMD, we can define the

nonsymmetric version of our Social Network Distance as follows

SND™"(p, 0 = Z EMD(P",Q",D(P,v)),
ve{+1,—1}
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Number of Active Users Over Time
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Figure 2.2: Growth of the number of active users—holding non-neutral opinions with respect

to topic “Obama”—in a sample of Twitter network over time.
where P¥ (QV) is a network state P (Q) in which all the users holding opinions different from
v are considered neutral, and ground distance D(P,v) consists of log-likelihoods as defined
in (2.7). The defined above SND"">"(P, Q) is suitable for the comparison of time-ordered
network states—when we know that network state P preceded network state Q in time. How-
ever, we would like to be able to compare arbitrary unordered network states. This may be
important for such applications as nearest neighbor network state search, where nearest neigh-

bor candidate network states may either precede or succeed in time the target network state. To

that end, instead of building upon d_ 4 (P,Q), we will be interested in \/d 4 (P,Q) -d_4(0,P),
and, having repeated all the simplifications with the obtained expression, define our Social

Distance Measure as follows.

Definition 1 (Social Network Distance (SND)).

SND(P.Q) =5 X [EMD(P'.0"D(Rv) +EMDQ P D@ | 29)

ve{+1,—-1}

where EMD is a version of Earth Mover’s Distance. Notice that SND is a linear combination

of multiple instances of EMD, so the following theorem trivially holds.
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Since SND in the definition above is a linear combination of multiple instances of EMD, it

is metric provided that the underlying EM